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Abstract—In recent years, many machine learning and deep
learning based intrusion detection systems (IDS) for Unmanned
Aerial Vehicle (UAV) networks have been proposed. However,
most of these models require large labeled datasets to achieve
high performance and struggle to adapt to unseen threats. To
address these challenges, this work presents the first attempt to
apply a large language model (LLM) to UAV intrusion detection
systems. In particular, using the real-world UAV-ID dataset
(including denial-of-service, replay, evil twin, and false data
injection attacks), we transform tabular data of network traffic
information into semantic text prompts. These prompts are used
to instruction-tune LLMs, creating an LLM-IDS framework.
The resulting system shows remarkable data efficiency: achieving
a 91.06% F1-score with only 5,000 samples. This performance
significantly outperforms machine learning-based baselines such
as decision tree and random forest even when those baselines
use twice the data. These findings establish a new state-of-the-
art benchmark, highlighting the instruction-tuning paradigm for
creating data-efficient security systems.

Index Terms—UAV intrusion detection, Large Language Mod-
els, machine learning, cyber-physical systems, network security.

I. INTRODUCTION

Unmanned Aerial Vehicles (UAV) are now widely deployed
in many fields due to their fast setup and flexible use [1].
They support surveillance, public safety, agriculture, medical
services, and military missions for both civil and defense needs
[2]. Because the UAV relies on wireless links, they face cyber
attacks such as replay, spoofing, and denial-of-service (DoS)
attacks [3]. This risk calls for reliable intrusion detection
systems (IDS) for UAV networks.

In recent years, numerous machine learning-based datasets
and intrusion detection techniques tailored for UAVs have
been introduced [4]. To achieve detection and classification of
intrusions, such techniques utilize cyber or physical features
derived from the available datasets [5]. Herein, Cyber features
cover protocol, transmission time, and packet size for network
traffic. Physical features include speed, direction, and angles
from onboard sensors during flight operations. Most studies
rely on simulated datasets or datasets unrelated to UAV, as
summarized in [6]. As illustrated in [7], public real UAV
datasets remain scarce because collection and labeling are
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expensive. In this context, an actual dataset for UAV intrusion
detection named UAV-ID is the first real dataset combining
both cyber and physical features [5]. On UAV-ID, cyber fea-
tures outperform physical features, and fusion yields additional
gains. Additionally, combining both data types would enhance
detection performance more effectively than relying on just
one of them. On the modeling side, many IDS use machine
learning (ML) or deep learning (DL) but still have many
limitations [4]. ML models such as decision tree (DT), random
forest (RF) are fast but may fail to generalize to new attacks
[8]. DL models can learn complex patterns but often need
large labeled datasets and high compute, which limits real-
time use [9]. Leveraging pre-training on massive corpora,
large Language Models (LLM) based approaches can quickly
transfer to new tasks and require only a small labeled dataset
when using parameter-efficient fine-tuning (PEFT) [10]. To
the best of our knowledge, none of the existing works has
evaluated the effectiveness of fine-tuning LLM on the UAV-ID
dataset. Moreover, a thorough comparison between LLM and
traditional ML/DL baselines in the context of UAV intrusion
detection has been overlooked in the literature.

Building upon this research background, we propose a more
efficient intrusion detection approach for UAV based on the
real-world cyber UAV-ID dataset [5]. Specifically, the main
contributions of this study are outlined below.

e We propose a novel LLM-based IDS for UAV networks
that, for the first time, operates effectively with limited
labeled data. In particular, we serialize tabular records
into a textual format using a two-part structure to align
with the LLM processing capabilities. During the process
of converting tabular records into textual format, we
apply in-context learning to enhance contextual under-
standing for improving model performance. Thanks to
this design, the proposed approach can improve detection
performance compared to traditional methods.

« As mentioned in [6], most existing studies use simulated
datasets or datasets unrelated to UAV. We evaluate the ef-
fectiveness of the proposed method using the recent real-
world UAV-ID dataset. Experimental results show that
our approach outperforms baseline methods, including
traditional ML/DL models and state-of-the-art (SOTA)
techniques such as feature selection and PCA combined
with ensemble learning. More importantly, we find that
even with a small amount of data, LLM delivers higher
effectiveness compared to other methods.

This paper is structured as follows: after this introduction,
we provide an overview of related works, followed by our



methodology, an overview of the dataset, experimental results,
and finally, conclusions and future research directions.

II. RELATED WORK

This section first surveys existing UAV intrusion datasets,
followed by a discussion on intrusion detection methods
including both ML and DL approaches. Then, we highlight
recent works on LLM for intrusion detection as well as
relevant research gaps in this topic.

A. UAV Intrusion Datasets

A range of existing datasets for UAV intrusion detection
was summarized in [6]. In these datasets, cyber features
typically include information related to Internet protocols such
as MAC/IP addresses, packet sizes, while physical features
capture flight telemetry such as speed, angles, and directions.
Early research in this domain was often constrained by a
reliance on general-purpose network security datasets, such
as KDD-Cup-99 [11], NSL-KDD [12], UNSW-NB15 [13],
InSDN [14], CICIDS-2017 [15], and CSE-CIC-IDS2018 [16].
However, these datasets suffer from a critical limitation: they
were not designed for UAV environments and thus lack the
specific attack scenarios and physical context inherent to drone
operations. Furthermore, many studies utilized simulated data,
like the InSDN dataset [14], [17], or were based on privately
collected data that were not made public [18]-[20], which
impeded reproducibility and comparative analysis across the
research community. A primary shortcoming of these earlier
datasets was the lack of cyber-physical feature fusion. By
focusing on either cyber or physical features in isolation,
they hindered the ability of detection models to identify
sophisticated attacks that manifest across both domains, such
as a cyber intrusion causing anomalous physical behavior.

To address these gaps, a new generation of datasets col-
lected from actual UAV has emerged. Initial advancements
included the ALFA and UA datasets [21], which provided
real physical data but were limited to a binary "benign" ver-
sus "malicious" classification. Similarly, the UAVIDS dataset
[22] offered valuable insights into UAV operational modes
such as hover, forward but lacked explicit labels for cyber-
attacks. The UAV-ID dataset [5], which is the focus of our
study, represents a significant leap forward. It was specifically
developed to overcome the limitations of its predecessors
by providing a realistic, multi-faceted, and publicly available
resource. Crucially, it is one of the few datasets that fuses
both cyber and physical features and contains labeled data for
multiple, distinct cyber-attack types executed on a real UAV.
The original study demonstrated that the cyber features were
particularly effective for high-performance intrusion detection
[5]. Given its realism, labeling, and success in enabling more
robust research, we select the cyber portion of the UAV-ID
dataset for this work.

B. Intrusion Detection Methodologies

The evolution of UAV datasets was paralleled by the devel-
opment of diverse intrusion detection methodologies, primarily

centered on traditional ML and DL. The literature included
classical ML models such as Q-learning [23] and RF [24],
as well as advanced DL architectures such as LSTM [25],
autoencoders, and CNN [26]. However, a significant body of
this research was validated on generic or simulated datasets,
which raises questions about their real-world applicability.
A stark example of this mismatch is found in [27], where
methods designed to detect sophisticated, UAV-specific attacks
such as GPS spoofing and jamming were evaluated on the
KDD-CUP99 dataset. Even when applied to the UAV-ID
dataset, research has so far focused on these traditional models.
For instance, the original authors [5] employed SHAP for
feature selection, a direction later enhanced by an autoencoder-
based feature extraction pipeline [28] and a method combining
PCA with ensemble learning [6]. Furthermore, researchers
actively tried to overcome the inherent data limitations of these
traditional models, employing techniques such as Generative
Adversarial Networks (GANs) for data augmentation against
specific threats [29] and Genetic Algorithms (GAs) for model
optimization [30]. Despite their documented success, these
traditional ML/DL approaches share fundamental limitations.
They typically require extensive labeled datasets for effective
training [31]. Critically, they encounter difficulties in gen-
eralizing to novel, zero-day attack patterns without costly
and time-consuming retraining. This rigidity is particularly
problematic in the dynamic threat landscape of UAV, where
new adversarial techniques can emerge rapidly, a challenge
highlighted by the performance degradation of TinyML mod-
els over time [32].

To overcome these challenges of data dependency and
adaptability, LLM emerged as a transformative model in the
security field. By conceptualizing sequential data such as net-
work traffic logs or API call sequences, as a language modality,
LLM can learn complex patterns, context, and semantic rela-
tionships that traditional models often miss [10]. Their efficacy
has been demonstrated in various security domains, includ-
ing SOTA performance in malware detection [33], software
vulnerability analysis [34], and anomaly detection in telecom
networks [35]. However, the application of LLM to the specific
domain of UAV security remains nascent. While some work
explored using LLM to analyze UAV network protocols [36],
their potential for building a complete, data-driven IDS on
real-world UAV traffic has not been fully investigated.

This review reveals a critical and timely research gap:
while realistic UAV datasets now exist and LLM have proven
powerful for sequential security data, the application of LLM
to detect intrusions within a real-world, UAV dataset such
as UAV-ID [5] remains an underexplored frontier. This study
aims to bridge that gap. We propose a novel framework that
transforms structured network traffic from the UAV-ID cyber
dataset into a textual format suitable for LLM. By fine-tuning
an LLM on this data, we investigate its ability to create a more
generalizable and data-efficient intrusion detection system for
UAY, as detailed in Section III.

III. PROPOSED METHOD

This section details our novel LLM-based intrusion detec-
tion method for UAV. The approach fine-tunes the LLM by first
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Fig. 1. Overview of the proposed LLM-IDS framework, which consists of two phases: (1) Serialization; (2) LLM fine-tuning and Classification.

converting tabular network data into a template instruction-
based format. The complete workflow is illustrated in Fig. 1.

A. Problem Formalization

Suppose we have a tabular intrusion detection dataset
D = {(x;,y:)}}~;, where n is the total number of network
traffic samples. Each x; is a d-dimensional feature vector,
and y; € C is its corresponding class label, where C' is
the set of predefined classes (e.g., Benign and various attack
types). We define the column names, or feature names, as
F = {fi1,..., fa}, which are in the form of natural language
strings such as "Protocol" and "Packet Size". In this work, we
employ an LLM as the classifier, which cannot process raw
feature vectors. Consequently, the classification task must be
reformulated as a text generation problem. Our objective is to
define a serialization function that transforms each tabular pair
(xi, F') into a natural language prompt s;, which is then used
to fine-tune the LLM so that the fine-tuned LLM can provide
the prediction g; as close to the label y; as possible.

B. Serialization of Tabular Data

To apply an LLM to this tabular classification task, the data
must be transformed from its structured format into a natural-
language prompt s. This process is known as the serialization
of tabular data, as shown in Fig. 1. Our methodology starts
with a data preprocessing pipeline to ensure the quality and
consistency of the input data. The specifics of this preprocess-
ing pipeline will be detailed for an actual UAV-ID dataset in
Section IV. Based on such preprocessed data, we now define
a serialization function which converts a feature vector x; and
its feature names F' into a structured instructional prompt.

As illustrated in Fig. 2, for each sample x;, the complete
prompt s; is formed by concatenating a general instruction
header (S;nstruct) With its serialized data content (Sggiq)-
Formally, s; = Sinstruct D Sdata, Where an example for this is
provided in Fig. 2 that we will explain in the following.

o text (Sinstruct): A contextual header serving as the
prompt S;,struct- It contains a clear task definition, spec-
ifies the valid output classes C, and optionally includes
k in-context learning examples {(xj,yj)};?:l randomly
sampled from the training set. The value of & determines
the prompting strategy (zero-shot, one-shot, or few-shot).

e input (s4qtq): A serialized representation of the specific
sample x; is generated by concatenating the full descrip-
tive name f; € F with its corresponding value z;;, i.e.,
the j-th element of x;, for j = 1,2,...,d. This string
concludes with a marker of (\nAnswer :) to signal the
model to begin its prediction.

Each complete prompt s; and its ground-truth label y; are
packaged into a conversational JSON format suitable for fine-
tuning. This format consists of a two-turn dialogue: a human
turn containing s; and an assistant turn containing only
the correct label ;.

C. LLM Fine-tuning and Classification

Let M represent the foundation LLM with its pre-trained
parameters 6. We employ a Low-Rank Adaptation (LoRA)
technique [37] to fine-tune the LLM using the instructional
prompt s; designed in the previous subsection. Particularly,
LoRA freezes the original parameters § and introduces a small
set of trainable, low-rank parameters, denoted as ¢.

As depicted in the LLM fine-tuning phase of Fig. 1, LoRA
freezes the pre-trained model weights and injects trainable
rank decomposition matrices into each layer of the Trans-
former architecture. Formally, consider a pre-trained weight
matrix Wy € R4¥F within the model. LoRA constrains the
weight update AW by representing it as the product of two
low-rank matrices B € R?*" and A € R"**, where the rank
r < min(d, k). Consequently, the forward pass for an input
vector z € R* is modified from h = Wyz to:

h=Woz + AWz = Woz + %BAQ:, (1)



Feature name Feature value

Tabular data
|

237.000
2.000
44.000
1.000

Frame length (bytes)

| Encapsulated protocols
| Frame transmission time

| Destination MAC address
| - .
| WLAN channel frequency 0.000
I

I

|

|

I

The network attributes are: Frame length (bytes):

v 237.000, Encapsulated protocols: 2.000, Frame
Serialization transmission time: 44.000, Destination MAC
address: 1.000, ..., WLAN channel frequency:
0.000

text (Sinstruct): Predict the type of network attack or

I
|

I

I

I

I

: confirm if the traffic is benign based on the attributes
| provided below. Respond with only one of the

I following categories: Benign, DoS attack, Replay,

| Evil_twin, or FDI. For instance, “The network

I attributes are: Frame length (bytes): 237.000, . . .,
¢ WLAN preamble type: 0. This sample should be
classified as Benign.”

complete  jnput(syaa): 'The network attributes are: Frame
instruction length (bytes): 237.000, Encapsulated protocols:
prompt

(s) 2.000, Frame transmission time: 44.000, Receiver

! MAC address: 1.000, Transmitter MAC address:
2.000, Destination MAC address: 1.000, . . . [omitted
46 fields for brevity] . . . WLAN channel frequency:
0.000, WLAN signal strength (dBm): 0.000, WLAN
noise level (dBm): 0.000, WLAN SNR (dB): 0.000,
WLAN preamble type: 0.000.\nAnswer:’

Fig. 2. Tllustration of the process for creating a prompt from the preprocessed
tabular data. A complete instruction prompt has two primary components: text
and input. The text states the task; the input holds the serialized features for
a sample. This example shows a zero-shot prompt; for one/few-shot, prepend
completed examples before For instance.

where « is a constant scaling factor used to stabilize train-
ing. Regarding initialization, A is initialized with a random
Gaussian distribution, while B is initialized to zero, ensuring
that AW = 0 at the start of training. This guarantees that
the fine-tuning process begins exactly with the pre-trained
model’s behavior. In this framework, W, remains frozen. The
learnable parameters are exclusively contained within the set
¢ = {A, B} across all adapted modules. This reduces the
number of trainable parameters by several orders of magnitude
compared to full fine-tuning.

Let Dyrgin = {(si, yi )}Lit{‘”“‘ be our instruction-formatted
training set, where s; is the complete serialized prompt (de-
rived from x;, F', and S;,siruet @S defined in Section III-B)
and y; is the corresponding ground-truth label token sequence.

The fine-tuning objective is to find the optimal set of
parameters ¢* that minimizes the auto-regressive cross-entropy
loss across the training set [38]. This objective function, L(¢),
is defined as:

>

(8i,9i)€Dtrain

where P(y;|s;; 0, ¢) is the conditional probability of the model
generating the correct token sequence y; given the input
prompt s;, using the frozen pre-trained parameters 6 and the
trainable LoRA parameters ¢ [37]. The optimization process
seeks to find:

(b* = argmgn[/((b)a 3

which is then used for making the prediction in the test set.

During the classification phase in Fig. 1, the fine-tuned
model, My-, hereafter LLM-IDS framework, acts as a clas-
sifier. For an unseen test sample X5, we first generate
its corresponding prompt S;.s; using the same serialization
function. The prediction is obtained by finding the most
probable token sequence:

@ = arg maXP(ZAStESt; 9, ¢*)7 (4)
yel
which is then compared against the ground-truth label y;.5; to

evaluate the model’s performance, as detailed in Section V.

IV. UAV-ID DATASET DESCRIPTION

This section details the UAV dataset used in our study,
covering the description of the original dataset and the data
preparation process for our experiments.

TABLE 1
THE STATISTICS OF THE ORIGINAL CYBER UAV DATASET

[ Class | Samples [ Original features | Rate (%) |
Benign 9425 37 22.3%
DoS 11671 37 27.6%
Replay 12006 37 28.4%
Evil twin 5683 34 13.5%
FDI 3473 34 8.2%

A. Original Dataset

The dataset utilized in this study is the UAV-ID dataset [5].
Unlike most existing datasets which often rely on simulations,
it is a real-world dataset. This resource was compiled from
experiments under both benign operational conditions and
four distinct attack scenarios. These attacks include DoS,
Replay, Evil Twin, and FDI. Specifically, the DoS attack is
executed by sending a spoofed de-authentication frame to
disrupt the UAV’s connection with its controller. The Replay
attack involves re-transmitting previously captured commands
to seize unauthorized control of the UAV. In the Evil Twin
scenario, an attacker clones the legitimate Service Set Iden-
tifier to establish a rogue access point for data interception
and manipulation. Finally, the FDI attack compromises the
UAV operational integrity by introducing manipulated vectors
that distort control signals and sensor measurements, leading
to erratic flight patterns and, consequently, potential mission
failure. The original authors of [5] captured data from both



cyber and physical domains. The cyber data consists of
network features such as communication protocols, MAC/IP
addresses, and port numbers. The physical data includes UAV
status indicators such as speed, temperature, and orientation
angles. In alignment with findings from the original study that
demonstrated the higher efficacy of cyber data for intrusion
detection, this work exclusively utilizes the cyber dataset.

B. Data Pre-processing

As noted in Section IV-A, a key challenge of the original
dataset [5] is its use of different feature sets for various attack
types. As documented in [6], the benign, DoS, and replay
scenarios are represented by 37 numerical features, while
the evil twin and FDI attacks are described by a set of 34
features. To address this and prepare the data for serialization,
we employ a structured pre-processing pipeline comprising
three main stages. First, in the data aggregation phase, we
consolidate the disparate data files corresponding to the five
distinct classes into a unified framework. Subsequently, we
apply column standardization to harmonize the feature space
by constructing a superset of all attributes found across the
subsets. This process results in a unified feature space of 57
dimensions, ensuring that all samples possess a consistent
column structure. Several features that do not affect the
detection performance can be omitted such as timestamp_c,
frame.number, and wlan.bssid. As a consequence, there are 54
remaining helpful features. Finally, the missing value handling
stage addresses the gaps created by merging features present
in one class but absent in others; these missing values are filled
with zeros to ensure input consistency without introducing ar-
tificial noise. A complete statistical breakdown of the original
dataset, confirming a total of 42,258 samples before cleaning,
is provided in Table 1. Prior to its use in our experiments,
we conduct a final data cleaning and validation process. This
involves identifying and removing any duplicate samples to
prevent data leakage and model bias. Furthermore, we address
instances of label conflict, where identical feature vectors
are associated with different attack labels. These ambiguous
samples are also removed. As a consequence, the final dataset
used for training and evaluation is ensured to be of high quality
and consistency.

To meet the input requirements of each model category, we
prepare the data in two formats:

o Tabular Format: The data is maintained in its original
tabular structure, intended for training and evaluating the
traditional ML/DL models.

o Textual Format: The tabular data is converted into
text sequences using a predefined instruction-following
template. This format is specifically designed for fine-
tuning and evaluating the LLM.

From these formats, we construct the following subsets for
our experiments:

1) For ML/DL Models (Tabular Format):

o Training Set 1 (Train-5K): A subset of 5,000 sam-
ples.

o Training Set 2 (Train-10K): A larger set of 10,000
samples, which includes all samples from the Train-
5K set.

o Testing Set (Test-10K): A dedicated set of 10,000
samples for evaluation.

o Full set (Train-Full): We divide the unified dataset
into train and test sets with a ratio of 7:3, the train
set has 29,580 samples, while the test set has 12,678
samples.

2) For the LLM (Textual Format):

o Training Set: A set of 5,000 instruction-formatted
samples for fine-tuning.

o Testing Set: A set of 10,000 samples for evaluation.

This experimental setup allows us to investigate several key
research questions. We aim to assess the LLM’s ability to
achieve high performance with only a small fine-tuning dataset
(5,000 samples), an amount often considered insufficient for
traditional ML/DL models. This premise leads to two direct
comparisons: 1) Does the LLM-IDS framework outperform
ML/DL models when trained on an identical amount of data?
2) Can traditional ML/DL models, when trained on double the
data (10,000 samples), outperform the LLM-IDS framework?

To ensure a fair and direct comparison, the samples within
the corresponding training and testing sets across both formats
are identical. For instance, the 5,000 samples in the Textual
Format training set are the same as those in the Tabular Format
Train-5K set. We maintain a consistent label distribution across
all subsets, preserving the original dataset’s proportions. As a
result, our experimental setup enables a balanced and robust
evaluation across all models.

V. EXPERIMENT AND RESULT

This section validates the effectiveness of our proposed
LLM-IDS framework in comparison with baselines. We
present the experimental setup, which includes the fine-tuning
parameters for our LLM-IDS framework, the selection of rel-
evant baseline methods, and the performance metrics used for
evaluation. Subsequently, we conduct a thorough performance
analysis, comparing our approach against these baselines. We
note that the highest performance for each column of the
comparison table is highlighted in bold, while the second-
highest is underlined. The section concludes with a discussion
of the key findings and the implications of applying LLM to
the security domain.

A. Implementation Settings

1) Performance Metrics: To evaluate the effectiveness of
our proposed model and the baselines, we employ four
standard classification metrics: Accuracy, Precision, Recall,
and Fl-score. These metrics are derived from the number
of True Positives (TP), True Negatives (TN), False Positives
(FP), and False Negatives (FN) generated from the test set
predictions. As illustrated in Fig. A.3, a prediction is True only
if the generated output exactly matches the ground-truth label
textually. Accuracy measures the proportion of all instances
that are correctly classified, given by:

TP+TN
TP+TN+FP+FN

Accuracy =



Precision indicates the ability of the classifier not to label a
negative sample as positive. It is the ratio of true positives to
the total number of samples predicted as positive:

TP
TP+ FP
Recall (or Sensitivity) reflects the classifier’s ability to identify
all positive samples. It is the ratio of true positives to the total
number of actual positive samples:

TP
TP+ FN
We select the Fl-score as the primary metric for comparison,
as it is the harmonic mean of Precision and Recall, providing a
single score that balances both concerns, which is particularly
useful for imbalanced datasets:

Precision x Recall

Precision =

Recall =

Fl-score = 2 x —
Precision + Recall

For our multi-class classification task, all metrics are reported
as macro-averaged percentages over classes.

TABLE 2
OPTIMAL HYPERPARAMETERS SELECTED FOR BASELINE MODELS

’ Model Optimized hyperparameters ‘

DT [39] max_depth=20
class_weight='balanced’

RF [40] n_estimators=500
max_depth=20
min_samples_split=>5
max_features=0.7

KNN [41] n_neighbors=15
distance='Manhattan’

Logistic Reg. [42] c=0.1
solver='saga’

1D-CNN [43] ConvlD (32, kernel_size=1)

AdamW (lr=1le-4, w_decay=le-6)

2) LLM and Fine-tuning Details: Before selecting the base
model for fine-tuning, we conduct a preliminary evaluation of
several LLM models to establish a performance baseline. Table
3 presents the comparative results of DeepSeek-R1 7B [44],
Llama-2-7b-chat-hf [45], Mistral-7B-Instruct [46], GPT-4o-
mini [47], gemma-7b-it [48], and Qwen2.5-7B-Instruct [49].
The training is implemented using PyTorch, Transformers, and
the PEFT library on a single NVIDIA Quadro RTX 8000 GPU.
We employed DeepSpeed' with ZeRO Stage 2 and trained with
mixed precision (FP16) without quantization.

For fine-tuning, we target all linear modules in the attention
and MLP layers, including query, key, value, output, gate, up,
and down projections, which correspond to the pre-trained
weights Wy depicted in phase 2 of Fig. 1. We set the LoRA
rank to » = 16, alpha to @ = 32, and dropout to 0.05.
The input prompts were structured using a custom template
as shown in Fig. 2. The model was trained to generate the
specific class labels by minimizing the cross-entropy loss [38].
We fix the training duration to 5 epochs with a learning rate
of 3e-4 and a cosine scheduler (warmup ratio of 0.01). We use
the AdamW optimizer with a weight decay of 1e-5 [50]. The
effective batch size is set to 6.

Ihttps://www.deepspeed.ai

3) Selected Baselines: Our evaluation strategy is designed
to prove the effectiveness of the proposed LLM-IDS frame-
work against a robust baseline suite consisting of ML, DL,
and SOTA algorithms, specifically the PCA-based ensemble
method (PCA + Ensemble) [6], feature selection-based ensem-
ble approaches (FS + Ensemble) [5], and the Autoencoder-
based Feature Extraction method (Autoencode) [28]. To es-
tablish a robust set of baselines, we select a diverse range of
traditional ML and DL classifiers, implemented via the Scikit-
learn’ and Keras® libraries. The resulting optimal hyperpa-
rameter configurations for all baseline models are detailed in
Table 2. We proceed through three phases:

o First, we conduct a direct comparison where all models
are trained on the Train-5K subset and evaluated on the
common Test-10K set.

e Next, we benchmark our LLM-IDS framework still
trained on Train-SK against baselines trained on the
larger Train-10K dataset, with all evaluations consistently
performed on the Test-10K set.

o In the final phase, we challenge our 5K-trained model
against baselines trained on the complete Train-Full
dataset, with all models evaluated on the full test set to
demonstrate superior generalization.

B. Experiment Results

TABLE 3
PERFORMANCE COMPARISON OF PRETRAINED MODELS
Model Precision l Recall l F1-score | Accuracy
DeepSeek-R1 7B 12.14 18.57 9.18 21.17
Llama-2-7b-chat-hf 20.93 21.58 15.94 21.31
Mistral-7B-Instruct 4.47 19.73 7.29 22.02
GPT-40-mini 28.51 42.99 31.68 41.00
Gemma-7b-it 4.59 20.04 7.36 22.35
Qwen2.5-7B-Instruct 8.17 16.24 10.63 19.84

First, to determine the most suitable base model for our
fine-tuning framework, we evaluate the performance of various
LLMs. The comparative results are presented in Table 3. We
maintain a consistent parameter scale of approximately 7B for
most open-source models. As shown, GPT-40-mini achieves
the highest performance across all metrics, with an F1-score
of 31.68% and Accuracy of 41.00%. However, despite its
superior performance, GPT-40-mini is a closed-source model,
limiting its deployment in resource-constrained UAV environ-
ments, privacy concerns regarding sensitive network data, and
high cost. Among the open-source alternatives, Llama is the
most promising candidate. It secures the best performance in
open-source metrics, achieving a Precision of 20.93% and
an Fl-score of 15.94%, outperforming other models such
as Mistral, Gemma, and Qwen, which yield around an FI1-
score of 7-10%. One possible explanation is that Llama’s
pre-training corpus may contain a richer distribution of data
related to network security or technical protocols, enabling it
to recognize UAV attack patterns better than its counterparts.

Zhttps://scikit-learn.org
3https://keras.io
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TABLE 4
ABLATION ON THE NUMBER OF DEMONSTRATIONS USED IN
INSTRUCTION-DATA GENERATION

Prompt Strategy | Precision [ Recall [ Fl-score | Accuracy ‘
Zero-shot 91.04 90.92 90.98 90.67
One-shot 91.25 90.99 91.06 90.80
Two-shot 72.87 71.64 71.93 70.76
Three-shot 72.58 71.19 71.92 70.75

Secondly, we determine the optimal prompt configura-
tion for our fine-tuning process. We ablate the number of
demonstration examples used in the prompt template for
instruction-tuning data generation: zero-shot, one-shot, two-
shot and three-shot. The results of this ablation study are
presented in Table 4. As shown in the table, the one-shot
strategy yielded the highest performance across all metrics.
Additionally, increasing the number of examples to two or
three shots results in a degradation in performance. This
decline is likely attributed to the context window constraints
of the underlying models, such as 4096 tokens for Llama 2
[45]. Based on this empirical evidence, we select the one-shot
strategy as our final model for all subsequent comparisons
against baseline methods.

As evidenced in Tables 5, 6, and 7, the proposed LLM-IDS
consistently yields the highest Precision, Recall, F1-score, and
Accuracy across all three experimental scenarios.

TABLE 5
PERFORMANCE COMPARISON BETWEEN OUR ONE-SHOT LLM-IDS AND
BASELINES TRAINED ON TRAIN-5K

Models Precision | Recall | Fl-score | Accuracy ‘
CNN 77.69 79.43 77.73 71.34
Logistic Regression 78.76 79.99 79.16 72.13
KNN 80.09 80.87 80.34 73.83
DT 81.91 82.46 81.93 75.99
RF 83.63 84.61 83.76 78.60
FS + Ensemble [5] 81.08 82.04 80.56 75.05
Autoencoder [28] 71.34 71.39 71.37 71.39
PCA + Ensemble [6] 83.30 83.01 80.85 76.22
Our LLM-IDS 91.25 90.99 91.06 90.80

Table 5 shows the direct performance benchmark compar-
ison between the proposed LLM-IDS framework and various
baselines utilizing the same 5,000-sample training set. It is
shown in Table 5 that the proposed instruction-tuned method
outperforms all baselines in all performance metrics with a
large margin. For instance, our proposed scheme achieves an
Fl-score of 91.06% and an Accuracy of 90.80%, which are
much higher than the corresponding second-best performance
metrics recorded by the RF model (83.76% F1-score and
78.60% Accuracy). Consequently, the LLM-IDS framework
significantly outperforms the strongest baseline, resulting in a
performance gap of 7.30% in F1-score and 12.20% in Accu-
racy. More interestingly, even established SOTA methods such
as PCA + Ensemble and FS + Ensemble are still much worse
than the proposed LLM-IDS framework on this dataset. This
observation indicates that the proposed LLM-IDS framework
is much more effective in detecting intrusions than traditional

and ensemble learning models, specifically when training data
is limited.

TABLE 6
PERFORMANCE COMPARISON BETWEEN OUR ONE-SHOT LLM-IDS AND
BASELINES TRAINED ON TRAIN-10K

l Models Precision [ Recall [ Fl-score | Accuracy

CNN 80.95 81.22 81.13 73.53

Logistic Regression 79.18 80.27 80.26 72.48
KNN 82.72 83.66 82.86 77.39

DT 83.44 84.12 83.65 78.15

RF 84.37 85.33 84.43 79.50

FS + Ensemble [5] 83.11 84.92 83.04 77.77
Autoencoder [28] 71.54 71.55 71.55 71.55
PCA + Ensemble [6] 83.90 84.48 83.44 78.46
Our LLM-IDS 91.25 90.99 91.06 90.80

Next, Table 6 compares the LLM-IDS framework (trained
on 5,000 samples) against baselines trained on a larger dataset
of 10,000 samples. Despite the baselines benefiting from a
100% increase in training data, the LLM-IDS framework
maintains higher detection metrics. Specifically, while the RF
model improves its Fl-score to 84.43% with the additional
data, it remains 6.63% lower than the LLM-IDS framework.
This comparison indicates that the proposed instruction-tuned
framework achieves higher classification performance while
requiring fewer labeled training samples than standard super-
vised learning approaches.

TABLE 7
PERFORMANCE COMPARISON BETWEEN OUR ONE-SHOT LLM-IDS AND
BASELINES TRAINED ON TRAIN-FULL

l Method Precision l Recall l Fl-score | Accuracy

CNN 77.69 79.43 77.73 71.34

Logistic Regression 71.65 79.28 79.60 76.43
KNN 76.09 81.73 82.55 82.04

DT 77.49 83.30 83.23 83.27

RF 77.05 82.71 83.14 82.78

FS + Ensemble [5] 83.61 84.33 83.97 78.35
Autoencoder [28] 85.99 82.26 84.09 75.34
PCA + Ensemble [6] 86.29 86.94 86.61 82.16
Our LLM-IDS 91.25 90.99 91.06 90.80

In the final experimental phase detailed in Table 7, we
observe that the LLM-IDS framework achieves metrics that are
much higher than the corresponding outcomes of all baselines,
even when the baselines benefit from the significantly larger
Train-Full dataset. While SOTA methods such as PCA +
Ensemble [6] benefit from the full data to reach an F1l-score
of 86.61%, they still fall short of the LLM-IDS framework,
which is 91.06% F1-score. This represents a performance gap
of 445% in Fl-score and 8.64% in accuracy in favor of
our method. Additionally, the LLM-IDS framework proves
superior to the Autoencoder method [28], exceeding its F1-
score of 84.09% by a margin of 6.97%. Likewise, our method
surpasses the FS + Ensemble approach [5] by 7.09%.



C. Discussion

Our experimental results demonstrated that the proposed
instruction-tuning mechanism allows the LLM-IDS framework
to achieve the best intrusion detection performance compared
to the SOTA method and traditional ML/DL models. More
interestingly, our framework demonstrates exceptional data
efficiency, outperforming baselines that utilize 100% of the
training data while relying on a 10% subset, as illustrated in
Table 6 and Table 7. However, we also acknowledge that using
compact models such as 7B parameters introduces a constraint
regarding the context window limit, which restricts the number
of examples effectively processed, as indicated in Table 4.

VI. CONCLUSIONS

We proposed a novel framework for UAV intrusion detection
that adapts LLM for tabular security data. Specifically, our
LLM-IDS framework is constructed by transforming network
traffic into instruction templates to fine-tune the Llama model
using the LoRA technique. Our extensive experimental results
demonstrate that our proposed LLM-IDS not only outperforms
a suite of traditional ML/DL models but also exhibits re-
markable data efficiency, achieving SOTA performance with
a fraction of the training data. This confirms that the proposed
framework overcomes the data dependency limitations of
standard ML/DL models, successfully adapting pre-trained
capabilities to tabular security tasks even with limited samples.
For future work, we plan to investigate efficient context
management strategies and compression techniques to mitigate
this bottleneck, allowing for more robust few-shot learning on
compact models. In light of the context window constraints
inherent to smaller architectures, we also plan to extend this
research by exploring long-context LLM variants or efficient
context compression techniques.
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APPENDIX A
SAMPLE INSTRUCTION TEMPLATES

( )

text: Predict the type of network attack or confirm if the traffic is benign based on the attributes provided below. Respond with only one of the following categories: ‘benign’, ‘DoS attack’, ‘Replay’, ‘evil_twin’, or ‘FDI’.

For instance: “The network attributes are: Captured frame raw data: 36.000000, Frame data length: 164.000000, Frame length (bytes): 226.000000, Encapsulated protocols: 3.000000, Destination IP address: 1.000000, IP
header flags: 0.000000, IP header length (bytes): 20.000000, IP header ID field: 287.000000, IP packet total length: 192.000000, IP data protocol: 17.000000, Source IP address: 1.000000, Packet TTL: 255.000000, Logical
Link Control (LLC) type: 2048.000000, Antenna signal strength: 0.000000, Radiotap CCK flag: 0.000000, Radiotap OFDM flag: 0.000000, Radiotap header length: 0.000000, Signal quality: 0.000000, TCP acknowledgment
number: 0.000000, TCP destination port: 0.000000, TCP flags: 0.000000, TCP header length (bytes): 0.000000, TCP options: 0.000000, TCP sequence number: 0.000000, TCP source port: 0.000000, TCP window size
(bytes): 0.000000, Time since last packet: 3.416639, UDP destination port: 8890.000000, UDP packet length: 172.000000, UDP source port: 8889.000000, CCMP extended IV: 0.000000, Destination MAC address: 0.000000,
wlan.duration: 44.000000, Frame control subtype: 8.000000, Frame control type: 2.000000, FCS value: 0.000000, FCS status: 0.000000, WLAN frame flags: 0.000000, WLAN fragment number: 0.000000, QoS parameters:
0.000000, QoS acknowledgment type: 0.000000, QoS priority level: 0.000000, Receiver MAC address: 0.000000, Source MAC address: 1.000000, Frame sequence number: 292.000000, Transmitter MAC address: 1.000000,
WEP key: 0.000000, WLAN noise level (dBm): 0.000000, WLAN SNR (dB): 0.000000, WLAN channel: 0.000000, WLAN data rate: 0.000000, WLAN channel frequency: 0.000000, WLAN preamble type: 0.000000, WLAN
signal strength (dBm): 0.000000. This sample should be classified as ‘benign’.”

input: ‘The network attributes are: Captured frame raw data: 0.000000, Frame data length: 0.000000, Frame length (bytes): 26.000000, E: : 0.000000, Destination IP address: 0.000000, IP header flags:
0.000000, IP header length (bytes): 0.000000, IP header ID field: 0.000000, IP packet total length: 0.000000, IP data protocol: 0.000000, Source IP address 0.000000, Packet TTL: 0.000000, Logical Link Control (LLC)
type: 0.000000, Antenna signal strength: 0.000000, Radiotap CCK flag: 0.000000, Radiotap OFDM flag: 0.000000, Radiotap header length: 0.000000, Signal quality: 0.000000, TCP acknowledgment number: 0.000000, TCP
destination port: 0.000000, TCP flags: 0.000000, TCP header length (bytes): 0.000000, TCP options: 0.000000, TCP sequence number: 0.000000, TCP source port: 0.000000, TCP window size (bytes): 0.000000, Time since
last packet: 0.002212, UDP destination port: 0.000000, UDP packet length: 0.000000, UDP source port: 0.000000, CCMP extended IV: 0.000000, Destination MAC address: 1.000000, wlan.duration: 314.000000, Frame
control subtype: 12.000000, Frame control type: 0.000000, FCS value: 0.000000, FCS status: 0.000000, WLAN frame flags: 0.000000, WLAN fragment number: 0.000000, QoS parameters: 0.000000, QoS acknowledgment
type: 0.000000, QoS priority level: 0.000000, Receiver MAC address: 1.000000, Source MAC address: 0.000000, Frame sequence number: 2565.000000, Transmitter MAC address: 0.000000, WEP key: 0.000000, WLAN
noise level (dBm): 0.000000, WLAN SNR (dB): 0.000000, WLAN channel: 0.000000, WLAN data rate: 0.000000, WLAN channel frequency: 0.000000, WLAN preamble type: 0.000000, WLAN signal strength (dBm):
0.000000."\nAnswer:’

- J

Fig. A.1. Illustration of the one-shot prompt structure. The text block contains the task instruction and one labeled example (class: benign) to guide the
model.

( )

text: Predict the type of network attack or confirm if the traffic is benign based on the attributes provided below. Respond with only one of the following categories: ‘benign’, ‘DoS attack’, ‘Replay’, ‘evil_twin’, or ‘FDI’.

For instance 1: “The network attributes are: Captured frame raw data: 36.000000, Frame data length: 164.000000, Frame length (bytes): 226.000000, Encapsulated protocols: 3.000000, Destination IP address: 1.000000, TP
header flags: 0.000000, IP header length (bytes): 20.000000, IP header ID field: 287.000000, IP packet total length: 192.000000, IP data protocol: 17.000000, Source IP address: 1.000000, Packet TTL: 255.000000, Logical
Link Control (LLC) type: 2048.000000, Antenna signal strength: 0.000000, Radiotap CCK flag: 0.000000, Radiotap OFDM flag: 0.000000, Radiotap header length: 0.000000, Signal quality: 0.000000, TCP acknowledgment
number: 0.000000, TCP destination port: 0.000000, TCP flags: 0.000000, TCP header length (bytes): 0.000000, TCP options: 0.000000, TCP sequence number: 0.000000, TCP source port: 0.000000, TCP window size
(bytes): 0.000000, Time since last packet: 3.416639, UDP destination port: 8890.000000, UDP packet length: 172.000000, UDP source port: 8889.000000, CCMP extended IV: 0.000000, Destination MAC address: 0.000000,
wlan.duration: 44.000000, Frame control subtype: 8.000000, Frame control type: 2.000000, FCS value: 0.000000, FCS status: 0.000000, WLAN frame flags: 0.000000, WLAN fragment number: 0.000000, QoS parameters:
0.000000, QoS acknowledgment type: 0.000000, QoS priority level: 0.000000, Receiver MAC address: 0.000000, Source MAC address: 1.000000, Frame sequence number: 292.000000, Transmitter MAC address: 1.000000,
WEP key: 0.000000, WLAN noise level (dBm): 0.000000, WLAN SNR (dB): 0.000000, WLAN channel: 0.000000, WLAN data rate: 0.000000, WLAN channel frequency: 0.000000, WLAN preamble type: 0.000000, WLAN
signal strength (dBm): 0.000000. This sample should be classified as ‘benign’.”

For instance 2: “The network attributes are: Captured frame raw data: 0.000000, Frame data length: 0.000000, Frame length (bytes): 26.000000, Encapsulated protocols: 0.000000, Destination IP address: 0.000000, IP header
flags: 0.000000, IP header length (bytes): 0.000000, IP header ID field: 0.000000, IP packet total length: 0.000000, IP data protocol: 0.000000, Source IP address: 0.000000, Packet TTL: 0.000000, Logical Link Control (LLC)
type: 0.000000, Antenna signal strength: 0.000000, Radiotap CCK flag: 0.000000, Radiotap OFDM flag: 0.000000, Radiotap header length: 0.000000, Signal quality: 0.000000, TCP acknowledgment number: 0.000000, TCP
destination port: 0.000000, TCP flags: 0.000000, TCP header length (bytes): 0.000000, TCP options: 0.000000, TCP sequence number: 0.000000, TCP source port: 0.000000, TCP window size (bytes): 0.000000, Time since
last packet: 0.007366, UDP destination port: 0.000000, UDP packet length: 0.000000, UDP source port: 0.000000, CCMP ded IV: 0.000000, Destination MAC address: 0.000000, wlan.duration: 314.000000, Frame control
subtype: 12.000000, Frame control type: 0.000000, FCS value: 0.000000, FCS status: 0.000000, WLAN frame flags: 0.000000, WLAN fragment number: 0.000000, QoS parameters: 0.000000, QoS acknowledgment type:
0.000000, QoS priority level: 0.000000, Receiver MAC address: 0.000000, Source MAC address: 1.000000, Frame sequence number: 3844.000000, Transmitter MAC address: 1.000000, WEP key: 0.000000, WLAN noise
level (dBm): 0.000000, WLAN SNR (dB): 0.000000, WLAN channel: 0.000000, WLAN data rate: 0.000000, WLAN channel frequency: 0.000000, WLAN preamble type: 0.000000, WLAN signal strength (dBm): 0.000000.
This sample should be classified as ‘DoS attack’.”

input: ‘The network attributes are: Captured frame raw data: 0.000000, Frame data length: 0.000000, Frame length (bytes): 26.000000, Encar : 0.000000, Destination IP address: 0.000000, IP header flags:
0.000000, IP header length (bytes): 0.000000, IP header ID field: 0.000000, IP packet total length: 0.000000, IP data protocol: 0.000000, Source IP address 0.000000, Packet TTL: 0.000000, Logical Link Control (LLC)
type: 0.000000, Antenna signal strength: 0.000000, Radiotap CCK flag: 0.000000, Radiotap OFDM flag: 0.000000, Radiotap header length: 0.000000, Signal quality: 0.000000, TCP acknowledgment number: 0.000000, TCP
destination port: 0.000000, TCP flags: 0.000000, TCP header length (bytes): 0.000000, TCP options: 0.000000, TCP sequence number: 0.000000, TCP source port: 0.000000, TCP window size (bytes): 0.000000, Time since
last packet: 0.002212, UDP destination port: 0.000000, UDP packet length: 0.000000, UDP source port: 0.000000, CCMP extended IV: 0.000000, Destination MAC address: 1.000000, wlan.duration: 314.000000, Frame
control subtype: 12.000000, Frame control type: 0.000000, FCS value: 0.000000, FCS status: 0.000000, WLAN frame flags: 0.000000, WLAN fragment number: 0.000000, QoS parameters: 0.000000, QoS acknowledgment
type: 0.000000, QoS priority level: 0.000000, Receiver MAC address: 1.000000, Source MAC address: 0.000000, Frame sequence number: 2565.000000, Transmitter MAC address: 0.000000, WEP key: 0.000000, WLAN
noise level (dBm): 0.000000, WLAN SNR (dB): 0.000000, WLAN channel: 0.000000, WLAN data rate: 0.000000, WLAN channel frequency: 0.000000, WLAN preamble type: 0.000000, WLAN signal strength (dBm):
0.000000."\nAnswer:’

- J

Fig. A.2. Tllustration of the two-shot prompt structure. The text block contains the task instruction and two labeled examples (classes: benign and DoS attack)
to guide the model.

Ground-Truth

LLM-IDS

000

Fig. A.3. A prediction is considered correct only if it is textually identical to the ground-truth label.
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